Forever Active Kent Fund – DPIA Data Collection Form

Instructions
· Please complete all sections. 
· Use the checkboxes to indicate your selections. 
· If any item does not apply, write 'N/A' in the shaded fields. 
· Do not include identifiable data in your responses to this form unless requested.

If you have any questions or queries, or to return your completed form, please contact: charlene.weekes@kent.gov.uk

1. Organisation Name:



2. Project / programme name:


3. Main contact for data queries:



4. Email:


5. Telephone:





6. Types of Participant Data You Collect
Please select all types of participant data that your service or system will collect:

☐	Name	  
☐	Date of birth / age
☐	Gender
☐	Ethnicity
☐	Contact details
☐	Health or disability information
☐	Identification numbers (e.g., NHS number, service ID)
☐	Emergency contact information
☐	Attendance data
☐	Feedback / survey responses
☐	Other (Please specify)






7. Methods of data, describe methods used:
Please describe how you collect, receive, store, or process the data.

Examples include:
· Online forms – e.g., service users submit information via a web form.
· Email – data sent or received through secure email accounts.
· Manual entry – staff inputting data from paper records into a system.
· Automated data transfer – data fed directly into your system via API or integration.
· File uploads – spreadsheets, documents, or reports uploaded by users or partners.
· System-generated data – logs, usage statistics, or automated monitoring information.
· Telephone or face‑to‑face collection – staff record information during calls or appointments.
Please be as specific as possible (e.g., “Secure MS Teams form uploaded to XYZ system” rather than just “form”).







8. Storage Method
Please describe how and where the data will be stored.
Examples include:
· Cloud‑based systems – e.g., Microsoft 365, SharePoint, Azure, AWS.
· Local servers – data stored on organisation‑managed servers.
· Encrypted databases – structured data stored in secure databases.
· Network shared drives – restricted-access folders on secure networks.
· End‑user devices – data temporarily stored on encrypted laptops/tablets/phones.
· Paper files – stored in locked cabinets or secure offices.
· Backup storage – encrypted backups held on secure servers or cloud services.
Please include:
· Any encryption used
· Who has access and how access is controlled
· Whether the storage is temporary or long‑term







9. Systems/platforms used:
Please list all systems, software, or platforms involved in collecting, storing, or processing the data.
Examples include:
· Clinical systems – e.g., EMIS, SystmOne, Rio.
· Cloud platforms – Microsoft 365, SharePoint, Azure, AWS.
· Case management systems – e.g., Mosaic, Liquidlogic, CHARMS.
· Communication tools – MS Teams, Outlook, secure messaging platforms.
· Data processing tools – Power BI, Excel, automated reporting systems.
· Third‑party/vendor platforms – any external software your organisation uses.
· Custom or in‑house systems – bespoke databases or applications.
Please include:
· The system name
· Provider/vendor
· Whether it is cloud‑based or on‑premise
· Any integrations with other systems






10. Access controls:
Please describe how access to the data is restricted and controlled.
Examples include:
· Role‑based access – users only see the data needed for their job role.
· Password protection – strong passwords and regular updates required.
· Multi‑factor authentication (MFA) – additional verification (e.g., authenticator app).
· User permissions – controlled through Active Directory or system-level permissions.
· Audit logs – system records actions taken by users.
· Restricted folders or drives – data only accessible to named users or teams.
· Physical controls – secure office access, locked cabinets, staff ID badges.
Please include:
· Who can access the data (roles, not names)
· How access is granted, reviewed, and removed
· Whether any third parties have access


11. Third‑party systems involved:
Please list any external organisations, vendors, or systems that will access, process, store, or receive the data.  Examples include:
· External software providers – e.g., analytics platforms, appointment systems, hosted databases.
· Cloud service providers – Microsoft Azure, AWS, Google Cloud (when operated by a third party).
· Specialist applications – e.g., digital health tools, triage platforms, referral systems.
· Contracted IT/technical suppliers – companies providing hosting, support, or system maintenance.
· Partner organisations – e.g., NHS Trusts, local authorities, voluntary sector partners (if they use their own systems to process your data).
· Integration partners – middleware or API services that transfer data between systems.
Please include:
· The third‑party organisation name
· The system/platform they provide
· What data they have access to
· Why they need access and how it is controlled



12. Data Sharing
Data sharing includes:
· Sharing information with partner organisations (e.g., NHS Trusts, local authorities, voluntary sector partners)
· Sharing data with third‑party providers for service delivery or support
· Sending reports or extracts containing identifiable or pseudonymised data
· Providing access to data through secure portals or shared systems
· Any transfer of data to another organisation, even if temporary or limited
If you select “Yes”, you will be asked to provide details of who you share data with and why.

☐	Yes
☐	No

13. If yes, list organisations and purpose:
If you answered “Yes” to data sharing, please list:
· The organisations you will share data with (e.g., NHS Trusts, local authorities, voluntary sector partners, third‑party providers)
· The purpose of the sharing (e.g., service delivery, safeguarding, reporting, system support, analytics, triage)
Examples:
· Organisation: NHS Trust A — Purpose: To provide direct care to service users
· Organisation: Local Authority B — Purpose: For statutory reporting
· Organisation: Vendor C — Purpose: System hosting and technical support
· Organisation: Charity D — Purpose: Coordinated service delivery
If you answered “No”, please enter: N/A






14. Legal Basis for Processing
Please select the legal basis (or bases) under UK GDPR that apply to this data processing activity. Common legal bases include:
· Consent – the individual has given clear permission for their data to be processed.
· Contract – processing is necessary to deliver a service or fulfil an agreement.
· Legal obligation – required by law (not including contractual obligations).
· Vital interests – necessary to protect someone’s life.
· Public task – necessary to perform a task in the public interest or as part of official functions.
· Legitimate interests – necessary for an organisation’s legitimate aims (not usually applicable for public authorities when performing official duties).
If none apply, or if the processing is not taking place, please select N/A

☐	Consent
☐	Contract
☐	Legal obligation
☐	Vital interests
☐	Public task
☐	Legitimate interests
☐	N/A

15. If relying on consent, describe how it is collected and recorded:
If you selected ‘Consent’ as your legal basis, please describe how consent is obtained, recorded, and managed. Examples include:
· Written consent – signed forms stored securely (paper or digital).
· Digital consent – tick boxes on online forms with timestamped records.
· Verbal consent – documented in case notes or system records.
· Email confirmation – consent provided and stored via secure email.
· System‑captured consent – consent recorded within your platform (e.g., CRM, clinical system) with audit logs.
Please include:
· How the individual gives consent
· Where the consent record is stored
· How consent can be withdrawn
· How you ensure consent is explicit, informed, and freely given
If consent is not your legal basis, please enter: N/A






16. Data Security Measures
Please describe the security measures in place to protect the data during collection, storage, processing, and transfer. Examples of data security measures include:
· Encryption – data encrypted at rest and/or in transit
· Access controls – role‑based permissions, MFA, password policies
· Secure networks – firewalls, VPNs, protected internal networks
· Audit logs – monitoring access and activity within systems
· Data minimisation – collecting only what is necessary
· Staff training – regular data protection and cybersecurity training
· Secure file transfer methods – e.g., encrypted email, SFTP, secure portals
· Device security – encrypted laptops, mobile device management (MDM)
· Regular patching and updates – keeping systems up to date
· Incident response procedures – defined process for data breaches
Please include:
· Technical measures (e.g., encryption, system security)
· Organisational measures (e.g., policies, training, access processes)
If no data is being stored or processed (based on earlier answers), please enter: N/A






17. Data Breach Procedure, describe your breach procedure:
Please describe the steps your organisation follows if a data breach occurs (accidental or deliberate). Examples of what to include:
· Identification and reporting – how staff recognise and report a suspected breach
· Internal escalation process – who is informed (e.g., Data Protection Lead, IG team)
· Containment actions – steps to limit the impact (e.g., revoking access, isolating systems)
· Investigation process – how the breach is assessed, logged, and reviewed
· Risk assessment – how you assess potential harm to individuals
· Notification process – when and how you notify affected individuals and the ICO (if required)
· Corrective actions – changes made to prevent recurrence
· Documentation – how breaches are recorded for audit and learning
Please include:
· Key steps in your breach process
· Who is responsible
· How quickly breaches must be reported internally (e.g., within 24 hours)
If no data is being processed or stored (based on earlier answers), please enter: N/A







18. Additional Information
Other relevant information:



